I Preventing Computer Virus




What is a Computer Virus?

A computer virus is a small software
program that spreads from one computer to
another computer and that interferes with
computer operation. A computer virus may
corrupt or delete data on a computer, use an e-
mail program to spread the virus to other
computers, or even delete everything on the hard
disk.
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greeting cards, or audio and video files. Computer
viruses also spread by using downloads on the
Internet. Computer viruses can be hidden in
pirated software or in other files or programs that
you may download.
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LLosses due to Virus attacks

»  You might lose all you precious data prepared
over years

»  Your computer will stop working efficiently,
sometimes at just 20% of the normal efficiency of
the PC

»  You might lose all emails & programs that you
have installed

»  SomeViruses have the capability of even minor
hardware damages

»  Viruses can be unknowing transferred to your
home computers of other friend's computers if
storage media is shared

»  Viruses might steal your data, passwords, credit
card details etc. & send them to a hacker for
misuse

»  Virus infections can cause embarrassment if your
friend & associates get files from you that are
effected.



Identifying Virus attack on your system

»  The computer runs slower than usual.

»  The computer stops responding, or it locks up
frequently.

»  The computer crashes, and then it restarts every
few minutes.

»  The computer restarts on its own.

»  Applications on the computer do not work
correctly.

»  Disks or disk drives are inaccessible.

» You cannot print items correctly.

» You see unusual error messages.

» You see distorted menus and dialog boxes.

» There is a double extension on an attachment that
you recently opened, such as a .jpg, .vbs, .gif, or
.exe. extension.

»  Anantivirus program is disabled for no reason.
Additionally, the antivirus program cannot be
restarted.

AntiMatware

N

: AntiMalware detected the virus of the harmful program
’ on your computer!

Internet Explorer is infected with worm Rootkit.Win32.Agent.pp.
This worm can harm your computer.

Name: Internet Explorer
,' Locstion: C:\Program Filesiinternet Exploreriiexplore.exe
¢ Company: Microsoft Corporstion, All Rights Reserved,
Version: File Version: 7.00.5730 Product Version: 7.00.5730
Activate System Security

To ensure continuous protection of your PC, you should activate System Securnity
on this computer, Do you want to activate System Security now?

o Yes, activate System Securite (Recommended)
Click to activate antivirus and remove allinfections.,

v o, continue uprotected (Dangerous)
| Alow Rootkit .Win32.Agent.pp to destroy your system now.




Safeguards from Virus infections




Antivirus

www.thaslayer.com

Always have an AntiVirus installed in your

computer. Popular Antivirus are: : AVG K/-\SPERSKYﬁ

Norton -agzo®
NoD32@F ZKAntiVir
Quick Heal
wheres @ B0l
NOD32 K\ & avast! antivirus
C bitdefender ’ symantec.
Avira
- Don’t know which one to choose?
Lots more - Check out the chart, vote in the poll.

- Read user oppinions and suggestions.
— Choose the one that fits your PC the best!

.. . . — Share your experiences!
Some of the Antivirus like Avira are not only

effective Software but also FREE. So do not hesitate
to download & use an Antivirus always. It is a small
bother compared to computer infections.

» TIP:

When on a Network or a Domain like

DishaNet, it is best to just understand how to judge Always make sure that your Antivirus is running when
if an Antivirus software is active or not.All other you switch on your computer. If it is showing itself to

details will be taken care by the IT Department. For be disabled, there is surely a problem. Consult an IT
e.g. if you have Avira on your computer, make sure Expert immediately.

that the small umbrella icon is always open.



Firewall

Firewall is a system in computer to
prevent viruses or hack attacks on your
computer. Always have a Firewall activated
on your computer. You can do this in two
ways:

Use Windows inbuilt Firewall

All Window operating systems have inbuilt
firewall. All you need to do is to activate them by
going into Control Panel ->Windows Firewall &
selecting the Enable Firewall option.

Use External Firewall

Most Antivirus come with their own firewall.
Look for an option to enable firewall when
installing the antivirus in your computer.

Always check whether firewall in either Windows
or Antivirus software is activated.

network switch

nf wf =l

Personal Firewall / Peer to Peer
lot recommended
Some ports must nma open to communicate with network.
winerabdnese lonme LAN (Local Area Network) and can
attack open LA!

Coeiper >

Proxy / Firewall Server

network switch

g 'l

Perimeter Firewall Peer to Peer
for good pi

TIP:

In case you are not sure of which application to allow
through Firewall, select the No Exceptions checkbox
in the Windows Firewall category.



Using USB / External drives

USB Storages (Pen Drives / External Hard
Disks) are the most common carriers of viruses. By
using an infected USB Storage not only do you harm
your company computers but also all friends /
colleagues / family members with whom you share
data.

To avoid infection through this medium ensure
of the following

Ensure that your Antivirus is running & enabled
before inserting a USB storage device

Run an Antivirus scan as soon as you insert a USB
storage device for the first time

Clean your storage device once a week for better
security » TIP:

If you insert your storage device in someone else’s
computer, always scan it later in your own
computer.

You can install an Antivirus program on your pen
drive directly.To do so contact the IT Team for a
Try to pick USB storage with write protection for special installation.

better safety



Downloading Emails

Email Attachments have been found to be the
most active method for spreading Virus.While email
texts are harmless, it is the attachments which
cause havoc. Follow these simple precautions to
safe guard yourself from email viruses:

When using Outlook always ensure that the
Antivirus is enabled

Do not open attachments unless they are sent from
a known person

Prefer to use Gmail / Yahoo for reading emails &
downloading attachments as they scan all
attachments while uploading

Never open attachments other than .doc, .xls, .ppt.
.pdf or properly known formats

Never run an .exe file that comes with an
attachment even from a known person

Always scan your files before sending them to
others to prevent embarrassment of sending a virus
by mistake

»

@ Gmail - Internet Explorer 7 Downloads - Mozilla Firefox 0608
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Improve Internet Explorer
Plugin enabling Find As You Type,
Cursor Search & Blocking Flash
waww. quero. at

SENDER adimin@mitds dftiedim”

» @ priyam malhatra
[Search, add, or invite

Fix Internet Explorer
P Top Rated Intemet Explorer R
Chip knowhow august op Rated Internet Exploer Repair
PRESENTATIONS Free Download. 100% Guaranteed
Fix-PC-Errors. com
Edit labels

Toolbar Studio download

Get toolbar. No links to us. No ads
Toolbar source code available
www. besttoolbars net

¥ Invite a friend.
Give Gmail to:

——— GPS solutions in Visual Basic
Sonsonies =2 11 Many samples and free trial.
et franson.com/gpstools
V < More about...
f Fix Intenet Exglorer >
Whicions: <P About these links
Internet
Explorer7
NOTICE THE DOWNLOAD
4 Reply = Forward Invite com to Gmail # LINK NOT FROM MICROSOFT
@ Images: 0f0 Loaded: 18KE | 8.23Kefs Time: 0:02 IMp:M«mancarﬂy‘mllﬂ.u,axa [ [Y TorDisabled | 209.85.139.19 +2 | (McAeeStendvisor) ~ W
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TIP:
L

You can configure your Dishamail.com email account
to work in gmail for reading & sending messages.
Consult the IT team or refer to the IT Manuals for
the same.



Downloading Software

Occasionally, we download software that
interest us. If doing so kindly take the following
simple precautions:

First ensure that the Antivirus is running on your
computer

Prefer to download software from reputed
download sites like download.com, Tucows.com etc.
or if you are downloading from a lesser known
company, download from an official site only

Never download from sites that come as
advertisements, pop-ups or unwanted pages on
your computer

Always download a file, scan it with Antivirus & then
only run it for safety 4

Sites offering screensavers, themes, movies, songs
etc. are most common sites that spread viruses.
Avoid such sites & download these contents from
known & reputed websites only

Never download Cracks, Hacks etc. as they are not
only illegal but also haven for malicious software

OO - Eoiomiorion T =

W S | @ artveus2010- Free software downloads and reviews. . fh - B - iresge - GhTods -

DOWNLOAD.com Search somare ¥ (3
SATL TSTED, A0 SPYWARL-ARLE

Today on CHET | Reviews | tows JSUN R Tips & Tricks Compore Prices | ogs | 24 » Save up to $300/year on phone bills

Windows Software | Mac Software | Mobile Software = Webware | Music | Games | Secunity Software

CNET o

Firewall, & Spyware > Antivirus Software

# % ClickHereto « #
Start Your Download

" AntiVirus2010

(V)
Download Now (230 xe)

License: Free to try, $49.9510 buy
Edtor's Ratng: ocoooo

Average User Rating: (303 £33 €3 (out of 2275 votes:
Downioads: 291

Requirements:
Date Added:

Gisco
Publisher's description of AntiVirus2010 \Nebex

Browse through download.com. It has the most
exhaustive list of software on the net checked for
safety.



Reading Messages

Your computer may sometimes annoy you
with small message pop-ups with works like
Warning, Error Message, Security Message etc.
Please do not ignore them & shut them down. Not
only does doing so prompt the computer to show
you such messages more often but also potentially
opens your computer to attacks.Also observe the
following guidelines for the same:

Read the message carefully, it just takes a few
seconds & saves you from hours of rework in the
future

Understanding the messages is simply a matter of
common sense & nothing to do with IT knowledge

Always understand the purpose of such messages.
Most important messages will always have

“IMPORTANT”,“WARNING” & “SECURITY” in
the headers.Take them seriously

Understand the action being asked by the message
& then click. Never allow a program to run unless
you have started it

system warning: IMON - Internet monitor

Threat detected

Alert details
Archive:

http://rs34tg rapidshare com/files/34356133/1146079/Baynuts_Botsv1.3.rar
Threat:

Win32/Sniffer.WpePro @ trojan

Comment:

The obiect contains a threat to your computer.

Baynuts_Botsv1.3.rar from rs34tg.rapidshare.com

Estimated time left 1 sec (25.5MB of 25.5MB copied)

: C:\Documen...\Baynuts_Botsv1.3.rar
errate:  268KB/Sec Submit for analysis
box when download completes

@ Copy to Quarantine Display warning window

78 Terminate
Blocks the threat

2 NOD32

Antivirus System

» TIP:

Select the option “Take same action for future
messages” to reduce the instances of the messages
but only after you have read & understood the first
message.




Scheduling Antivirus

Most Antivirus come with an automatic
scheduling. Prefrably set this schedule for once a
week during a lunch hour. Scheduled scans will
always boost the speed of your computer. Some
more things you can do are:

Schedule weekly Antivirus scans
Schedule fortnightly defragmentation scans

Always keep your Antivirus up to date.All antivirus
have an auto update feature. Never disable this
feature

Open your Antivirus once ever fortnight to see that
all tasks are being performed

If possible use an Antispyware once in a while to
check any problem
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